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1 Introduction

Mobile ad hoc networks (MANETS) [2]] are networks that consist of
mobile nodes with limited transmission range. In order to allow com-
munication beyond this range, nodes have to forward data on behalf of
other nodes. Since a node that forwards a foreign packet spends its own
resources, such as battery power, it needs to have a reason to do so. One
approach to provide this motivation is to use a charging and accounting
scheme to pay the owner of the device a small amount of money for each
forwarded data packet.

Existing approaches to enable charging and accounting in mobile ad-
hoc networks focus on guaranteeing a fair behavior of every participant.
To this end they employ strong cryptography [3] [6] [8] and/or tamper
proof devices [ [4] [Z].

It is our idea to take a different approach at charging and accounting
in mobile ad hoc networks. This approach is derived from the way rules
are enforced in a modern society: there is no guarantee that each indi-
vidual will follow the rules. However, if someone breaks the rules and
commits a crime, he will run the risk of being caught by the police and
punished appropriately. This ensures that the rules are followed without
incurring the prohibitively high overhead (and other undesired effects)
of continuously controlling the behavior of each individual.

Applying this principle to ad-hoc-networks allows nodes to cheat and
effectively steal money from other nodes or use their services without
payment. Our reasoning is that nodes will not exploit this ability since
they will run the risk of being observed, caught, and punished if they
would break the rules. As long as the average loss of being caught is
higher than the average gain through the illegal action there is no rational
reason to cheat.

It is obvious that the decision of a rational individual node whether
or not to cheat will depend on the potential average gain and the poten-
tial risk and loss of being caught. In the remainder of this short paper
we assume that being caught causes an infinite punishment (“the death
penalty”) whereas the gain of cheating would be finite. We furthermore
assume that all nodes behave rational. As a consequence nodes will not
cheat if they run any chance of being caught. The key question that then
needs to be examined is: can any illegal behavior be detected with at
least a minimal positive probability?

In order to investigate this question we introduce a simple model of
ad-hoc-networks in Section Two. In Section Three we investigate com-
mon approaches to cheat and show that they do have a positive proba-
bility of being detected. Finally, Section Four gives an outlook to future
work.

2 Model

There are two kinds of nodes in the system: regular nodes and policemen
nodes. As the policemen nodes are mobile agents distributed within the
network they hear all traffic of nodes in their transmission range. We
assume that the policemen nodes cannot be detected by nodes because
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they just receive but do not relay traffic. Policemen nodes report all
collected data about the observed nodes to a central authority that will
check whether cheating has happened. Since the number of policemen
nodes is significantly smaller than the number of regular nodes and a
continuous control of each node is not required, the network monitoring
takes place with relatively small overhead.

Here we present a simple model (similar to one introduced in the [4])
that motivates the cooperation of nodes in the MANET. The general idea
is that the sender puts a number of coins into the packet. Every inter-
mediate node takes one coin and forwards the packet to the next hop
towards the destination. The model is based on following assumptions:

¢ Every intermediate node is able to determine the “best” next hop
toward the destination (for example, using a position-based routing
protocol [5]).

* A coin is a unique unit of electronic cash signed by the central
authority.

¢ A policeman node has knowledge about the node location. Also,
it can determine whether the next node, which is selected by the
monitored node, is the “best” next hop toward the destination.

Coins are purchased in advanced from the central authority. When a
node possesses a sufficient amount of coins and wants to send a message
it has to form a packet. Except of the message the sender puts there its
identifier and the identifier of the node to whom the packet will be sent.
To pay the packet transmission the sender preloads into the packet a set
of coins.

Thus, if the sender S wants to transmit a message m to the des-
tination D it estimates a number of hops h that is enough to reach
D. S sends a packet that contains m, S, D. Also, it includes coins
(Ci, Ca, Cs, ..., Cy) as the number of the estimated hops, which were
recently gained by the sender:

(m, S, D, Cl, CQ, Cg, veny Ch)

Every intermediate node takes one coin (it is unimportant which
of them) and forwards the packet to the next one toward the destination:

(m7 57 D7 017 027 037 weey Ch*l)

As is evident from the foregoing, no cryptographic calculations are
needed to form/modify the packet by the sender/intermediary, corre-
spondingly. Therefore, the packet generation as well as the packet for-
warding processes are very light weight. Also, the packet contains only
essential data for the effective communication, so, the transmission of
extra data is relatively small.



3 Monitoring

As was described before, the network is monitored by special policemen
nodes. The main purpose of the policemen nodes is to stimulate nodes
to act within the predetermined rules. Nodes know that they may be
monitored at any time and run the risk of being punished if an illegal
action is detected by a police node.

According to the assumption that nodes are rational, they will only
cheat and act illegally as long as the average gain of cheating is bigger
than the average loss through being punished. For the moment we (unre-
alistically) assume that the punishment is infinite while the gain is finite
and leave the fine-tuning of the punishment to future work. Given these
assumptions a node will never cheat if there is at least a minimal posi-
tive chance of being caught. Thus a node will not cheat if an arbitrary
constellation of police nodes would be able to reveal it as a cheater. It
is very important to realize that there is no requirement whatsoever to
investigate all nodes all the time. In fact the network can be almost void
of police nodes as long as it is theoretically possible to catch any cheater
with a positive probability. In particular this condition is fulfilled if a set
of perfectly placed police nodes would be able to reveal the cheater.

Therefore the challenge is to show that for each attempt to cheat a
perfectly placed set of police nodes would have a positive chance of
detecting this attempt.

We have no formal proof of this property, yet. However all individ-
ual attempts to cheat that we investigated do meet this requirement. In
the following we present some examples how common attacks could be
detected by the policemen nodes:

* Double spending of coins. The sender of a packet uses the same
coin in two distinct packets. A policeman node is able to detect
this if he observes both transmissions.

* Double spending of coins. A node puts into the self-generated
packet a coin that does not belong to him originally. After a police-
man node reports collected data, the central authority can discover
it after it verifies whether all coins preloaded into the packet were
recently purchased by the node.

Illegal action. An intermediate node takes more than one coin from
the packet. A policeman node can notice it when he checks whether
the set of incoming coins is identical to the outgoing set (except one
coin that was taken by the node).

Illegal action. An intermediate node forwards the packet to a col-
luding node (by that prolonging the route artificially). A policeman
node can detect it if he considers that the chosen node is not the
“best” next hop toward the destination.

¢ Double coin submission. An intermediate node takes one coin (as
is expected) and just copies another one of remaining in the packet,
and then submits both coins. The node will be considered as a
cheater if a policeman node has observed that the copied coin was
taken by another node.

4 Conclusion and Future Work

In this paper we proposed a new approach for the charging and account-
ing problem in MANETS. The approach provides an incentive for coop-
eration by means of remuneration. In contrast to the existed approaches,
nodes are able to behave dishonestly. Also, they are free of dealing with
requirements connected to the security. Instead, it is imposed on special
policemen nodes which monitor the network from time to time. As a
consequence, mobile nodes could fully concentrate on the packet trans-
mission that allows a light-weight (low-latency) communication.

In the future work we are going to provide a formal proof why it is
possible to detect any type of attacks of malicious nodes with a minimal
positive probability. For that reason we have also to investigate what
is the optimal number of the policemen nodes should be for effective
monitoring as well as ways of their distribution in the network. Since
the simple model presented in the Section 2 is intended just to illustrate
the concept, it will be interesting to consider another kinds of models
based on our approach. Like, for example, a model with different levels
of punishment, which will stipulate that attacker, in addition to moni-
toring, could be discovered by narrow inquiry with high probability of
success. Or models based on different kinds of routing protocol. Also,
an extended model that is able to cope with not only rational but as well
as irrational/malicious attacks (that was not considered by the existed
works). Different models as well as their overhead will be analyzed by
means of the simulation.
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